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1.4 Billion Credentials Insights

1 Background

On December 8, 2017, 4iQ reported on the
discovery of a file with a 41GB database
NITY FEEDBACK of 1.4 billion clear text credentials, which
included usernames and clear text
password pairs.

After discovering the trove, we started to analyze the data it contained - not only to validate
the information, but also identify key insights that could help individuals and enterprises be
smarter about how they approach securing their credentials and, by extension, their digital
identity.

Importantly, the trove is not a single database obtained from a one-off breach but a
combination of previous breaches with now new decrypted passwords exposed. What's
dangerous about this exposure is the ease of access to a sheer volume of clear text
credentials in an aggregated, searchable, interactive database. The data was organized in
an alphabetic directory tree broken into 1,981 pieces to allow fast searches. That means
that even unsophisticated, novice hackers or unauthorized parties could exploit a massive
number of usernames and passwords combinations easier than ever before.

To illustrate further, if this trove contains your email username and password, a hacker
could log in and review any personal information sent via email to friends, families,
doctors, or financial advisors. Using your email account, or accessing online services can
lead to serious exposures including financial loss.

We also gleaned information about passwords, providing yet another example of why
password standards of yesterday are no longer adequate today.

Our intent with this information is not scare anyone, but to educate people about identity
risk. Consumers know they should be more cautious about changing passwords and using
unique login credentials. But it's human nature to think, @Xibu'ts uift xpstus uibu dbos
ibqqfo@l or even dJu xpo!ws ibqgfor upt NF/LEThis community report demonstrates that a
large portion of the passwords in the trove are authentic, and the subsequent community
responses we received, are a prime example of why we need to make digital identity
security a priority.
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2 Executive Summary

After a large amount of credential validation requests, we engaged the community to
better understand the accuracy of the data. The result was a validation - in numbers,
statistics and facts - what everyone believed to be true about poor password security
practices. Below are some of the key findings that we will explore in this report:

79.3%

of the passwords are ‘true’ or authentic.

27.3%

Of the passwords were used within the

last six months,
even though most were created

2 to 5 years ago.

65%

People are reusing the same password
amongst different services.

39.30%

are using “very weak” passwords.

Over 9M passwords use “123456"

43%
Exposed company and organization domains
were from Educational Institutes..
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